Press release

Baienfurt, February 2022
Intelligent Shipment Tracking. Fast, efficient and secure!

The smart video solution from AMETRAS vision withstood an OWASP 10 security test and
passed the penetration test on its second attempt. APF video+ now leads users in the
service centres of CEP depots and forwarding agents not only extremely quickly, but
also securely to the package they are looking for! Customers can rely on the high
security level of the software.

The security of APF video+ put to the test

Last year, the AMETRAS video solution went through a comprehensive external security audit.

Accord-ing to the standards of the Open Web Application Security Project (OWASP), the APF
video+ software was tested for critical security vulnerabilities. The non-profit organisation
OWASP regularly lists the ten biggest security risks of web applications.

The findings of this penetration test were analysed and categorised in detail, leading the
AMETRAS de-velopment team to immediately get to work on closing the existing security
gaps. The re-test carried out a few weeks later confirmed the effectiveness of the measures
taken: APF video+ met all required security criteria according to the OWASP Top 10 - 2017
Vulnerability List.

Since mid 2021, all delivered releases have been classified as secure. Customers of previous
releases also received the latest security patches in a special update process.

The most critical Security Vulnerabilities
The OWASP Top 10 Application Security Risks are:

. A1. Injection

. A2. Broken Authentication

. A3. Sensitive Data Exposure

. A4. XML External Entities (XXE)

. AS. Broken Access Control

. AB. Security Misconfiguration

. A7. Cross-Site Scripting (XSS)

. A8. Insecure Deserialization

. A9. Using Components with Known Vulnerabilities
. A10. Insufficient Logging G Monitoring

Meaning for AMETRAS vision customers

All customers who use the APF video+ video solution can therefore rely on the excellent
programming quality of AMETRAS and be sure that the highest security requirements are met
and data theft and third-party authentication are avoided at the latest security level.
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Nevertheless, the audit can only be seen as a snapshot. However, as a security-aware
company, AM-ETRAS vision will continue to undergo professional IT security examinations and
be regularly tested by independent cybersecurity specialists in order to quickly close any
possible new security gaps.

Cyber threats will remain. However, AMETRAS always keeps the security standards of its
software up to date and thereby gives its customers the highest possible security in using APF
video+.
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About AMETRAS vision GmbH:

With industry-specific developments for courier, express and parcel service providers (CEP),
as well as individual solutions for supply chain and logistics, AMETRAS vision GmbH, based in
Baienfurt, is one of the innovative members of AMETRAS informatik AG, an internationally
operating group of companies with about 240 employees.

Camera-based volume measurement systems, high-resolution video systems and process-
oriented scanning and sorting solutions are part of the extensive portfolio of AMETRAS vision.
With state-of-the-art software technologies in combination with high-performance hardware
systems, we have been simplifying the everyday business of our customers throughout
Europe for over 20 years. Whether con-signment tracking, parcel tracking, scanning, order
management or tracking G tracing - we offer unique solutions for process improvement and
automation for each individual workflow.
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